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It’s important to recognize these classes of malware rarely 
operate in isolation. Good cyber attacks will involve multiple 
classes of malware to increase effectiveness, enable rapid 
propagation, or obfuscate underlying operations.

As an example, attackers could use a downloader to establish 
a command and control infrastructure for ransomware, then 
they might use a worm to propagate a vandalizer against 
monitoring systems, and steal credentials to a hosted email 
account to spread the ransomware further.

 PART IV   •   MALWARE MANUAL

WARNING: MALWARE CAN AND ALMOST ALWAYS DOES TEAM UP
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Data breaches. Ransomware. State-of-the-art attacks 
targeting big corporations and small businesses alike. 
Rarely a day goes by without a stark reminder in the 
headlines that improving security should be a high 
priority. For many of us, however, that remains an 
abstract and unapproachable goal. 

With this eBook, we set out to help you change that by 
a) clearing up the misconception that you need to be an 
expert to understand security basics; and b) providing 
you with a simple framework that encourages and 
enables you to get started now. 

To recap, on the right is a checklist of the key steps 
covered in this guide. Once completed, you will have 
armed yourself with a core security strategy, security 
process, and leadership buy-in – the cornerstone 
pieces of a good defense.

CHECKLIST: 10 THINGS TO DO TO GET YOUR SECURITY PROGRAM OFF THE GROUND

Leadership understands cybersecurity is an important need that requires a dedicated budget. 
For convincing stats to help you make the case, see our infographic, “Small Business 
Cybersecurity: It’s Time to Fight Back.”

I have answers to the three core questions:

Why do we need better security? 
What are we trying to secure? 
What will happen if we don’t get this right?

If you’re having trouble with these, go back to Part II, Step 1 for help. 

We have defined – and leadership is bought in on – our priorities, challenges, and 
goals for security.

There is a clear in-house owner for security initiatives. 

I’ve developed a security roadmap by determining the following:

I have a prioritized inventory of assets we need to protect. 
I know the current state of coverage for those assets. 
I’ve assessed the gaps in current coverage and desired coverage.

I’ve determined what solutions I need to close those gaps. 
Don’t know where to start? See Part III for help. 

I’ve determined what expertise I need in-house and/or via outsourcing to implement 
those solutions effectively.

I’ve developed a budget accordingly.

I’ve established a regular cadence for reviewing progress and reaffirming priorities and goals.

I’ve developed a simple cybersecurity awareness program for training employees on basics. 
To get started see our eBook The Realist’s Guide to Cybersecurity Awareness.

CONCLUSION

Have questions around these or any 
other cybersecurity-related topics? 
Find the answers on our blog.  

• • • •

http://blog.barklyprotects.com/small-business-cybersecurity-stats-infographic
http://blog.barklyprotects.com/small-business-cybersecurity-stats-infographic
http://www.barklyprotects.com/raising-cybersecurity-awareness-guide
http://blog.barkly.com


A REALIST’S GUIDE TO CYBERSECURITY AWARENESS 

We want your feedback!

Now that you’ve read the guide let us know what you think! 
Please take a second to answer three short questions that can 
help us create more interesting and useful content.
 

GIVE YOUR FEEDBACK

Jonathan Crowe
Senior Content Manager, Barkly

https://docs.google.com/forms/d/1IxTH1XB_kKOA-aoR8CIfQMva_suVxQB0f8lk78Wr7T0/viewform?c=0&w=1


A REALIST’S GUIDE TO CYBERSECURITY AWARENESS 

At Barkly, we believe security shouldn’t have to be difficult to use or 
understand. That’s why we’re building a simple solution designed 
to safeguard your company with strong endpoint protection that’s 
fast, affordable, and easy-to-use. 

Share the Cybersecurity Made Simple guide on Twitter
 

STAY INFORMED! SUBSCRIBE TO THE BARKLY BLOG: 
blog.barkly.com

SHARE


